Information Security

Services - SRA

Security Risk Assessment - SRA RE] IS

Assessing the location of risk in your network requires the eyes of experienced network security
analysts. Identifying risk, explaining compliance requirements, and analyzing remediation takes
an experienced and educated team of specialists in cyber security. With 40+ years of experience
in the evolution of technology, security, and data, we have the tools and personnel to handle your
security risk assessment needs.

The REJIS Commission is a
government partner created to
“serve the public interest
through delivering quality, cost-
effective technology services to
the justice community and to
government and quasi-
government agencies.” REJIS
provides CJIS secure WAN/LAN
connection services, data record
management, data center
collocation, and record
management applications to law
enforcement, prosecutors, and
corrections agencies at the local,
state and federal levels.

REJIS services include:

e Development of custom
applications

Installation and support of
custom and commercially
available software

Custom interfaces
IT Support Service
Data center outsourcing

Network, training and help
desk support

Information Security &
Advisory Services

REJIS has approximately 140
employees located at three
sites. Most of the staff and
equipment are based at the
REJIS building, in the Central
West End of St. Louis.

For additional information on
REJIS services, contact your
REJIS Client Services
Representative or the REJIS
Help Desk (314-535-9497 or
1-888-923-7255).

Call 314-535-1950 | rejis.org

Information Security Assessment

Applications - Network - Infrastructure - Vendors

e Gain a Holistic insight into your security program and correlating threats
Understand your current risk posture as compared to leading practices
and compliance requirements

Risk Questionnaire, Risk Analysis & Remediation Recommendations
Detailed Executive and Technical Report Deliverables

Remote WEBex & Conference Call availability

Remote & Onsite Service Delivery as needed to streamline the
engagement & deliverables

e Service levels to fit your budget and needs

Typical objectives of SRA engagements include:

Reconcile current controls with your appetite for risk

Document existing controls and security efforts

Identify and quantify risks to your information assets

Understand the strengths and weaknesses of your current defenses
Examine weaknesses from the perspective of the attacker

SRA Engagement Packages:

e High-Level Holistic IT Security Risk Assessment: Holistic overview of
Security Posture & Gaps, Prioritized Security Roadmap, Remediation
Recommendations

e High-Level Streamlined Security Risk Assessment: Streamlined Overview
of Current Security Posture & Remediation Recommendations

e Application Risk Assessment: Deep Dive Assessment of a Single
Application

e Vendor Risk Assessment

o Network Risk Assessment: Network Risk Overview Including
Segmentation & Lateral Movement Risk

Terms & Definitions:
Lateral Movement
The ability for an attacker to move across your network causing harm to
multiple devices.
Risk Assessment
A security assessment or audit that is based on questionnaires,
interviews and document review to create a deliverable that shows
strengths and weaknesses in the current state of security controls.
Segmentation
The practice of keeping one part of your network separate from other
parts. i.e. accounting department devices on one network segment and
workstations with access to social media a separate network segment to
maintain the security of the sensitive accounting information.
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