Information Security

Services — ISAT
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Educate! Before a Phishing Scam Impacts Your Organization!

Even the most sophisticated, updated, and expensive internal systems still rely on
people who use their computer. All efforts to bolster a secure system can be
defeated by one click within an email. It's called Phishing. Those who deploy
phishing attacks are very creative. Have all of your efforts to educate your team
worked? How do you improve your teams understanding of phishing and cyber

security? Implementation of the Information and Security Awareness and Training offers easy,
quick, and informative tests and lessons to carefully educate employees and contractors.

The REJIS Commission is a
government partner created to
“serve the public interest through
delivering quality, cost-effective
technology services to the justice
community and to government and
quasi-government agencies.”
REJIS provides CJIS secure
WAN/LAN connection services,
data record management, data
center collocation, and record
management applications to law
enforcement, prosecutors, and
corrections agencies at the local,
state and federal levels.

REJIS services include:

e Development of custom
applications

Installation and support of
custom and commercially
available software

Custom interfaces
IT Support Service
Data center outsourcing

Network, training and help desk
support

Information Security & Advisory
Services

REJIS has approximately 140
employees located at three sites.
Most of the staff and equipment
are based at the REJIS building, in
the Central West End of St. Louis.

For additional information on
REJIS services, contact your
REJIS Client Services
Representative or the REJIS Help
Desk (314-535-9497 or 1-888-
923-7255).

Call 314-535-1950 | rejis.org

Information Security Awareness & Training (ISAT)

Education Service:

e Protect your data by strengthening your weakest link: The Human
Factor

e Build security awareness for your employees and contractors

e Meet Compliance and Cyber Insurance requirements for Levels I-V
Trainings

e Training for IT staff on hardening your servers, workstations and
applications

¢ Remote Service Delivery

Typical objectives of ISAT engagements include:

e Increase workforce knowledge: how to identify and defend against
phishing and social engineering attacks
Educate you team on data protection best practices
Minimize risk of rapidly growing threats like (BEC) Business Email
Compromise

ISAT Engagement Packages:

e Licensing of Training Platform Only

e Licensing + Setup of Training Platform

e Licensing + Setup + 1 Simulated Phishing Campaign & 1 Employee
Training Module/Month

¢ One Additional Phishing Campaign or Employee Training Module

Terms & Definitions

Security Awareness & Training

Consists of simulated phishing email campaigns to determine risks to
your email users. Includes video and game style training modules to
teach your users what to watch out for and how to perform their work
duties in @ more secure manner. These trainings are often a
requirement for compliance obligations and also lower the cost of cyber
insurance for companies that offer ongoing training to their employees.

Social Engineering

Social engineering is “people hacking” and involves maliciously
exploiting the trusting nature of human beings to obtain information
that can be used for personal gain. It can be done via email, text,
phone or face to face conversations.
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